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“Economic Losses” in Crimes against Computer Information

System Security: A Comparative Analysis of China and the United States
GAO Shi—yin
(Chinese Academy of Social Sciences, Beijing 100732, China)

Abstract : “ Economic loss” is used as one of the decisive conditions to measure the seriousness of the
crime and whether the perpetrator should receive criminal punishment in crimes against the security of computer
information systems in China. By comparing and examining the relevant provisions on “economic loss” in China
and the United States, the study analyzes and constructs the connotation of “economic loss” in crimes against
the security of computer information systems in China, taking into account the court rulings and specific cases
of the two countries. The definition of “economic loss directly caused to the user” and “the necessary expenses
incurred by the user to restore data and functions” is more refined, with a view to providing useful reference for
the judiciary to combat crimes more vigorously and punish criminals more reasonably, as well as to provide
adequate protection for victims. It is hoped that this will provide a useful reference for the judiciary to combat
crime more vigorously and to punish offenders more reasonably, as well as to protect victims adequately, and to
ensure that criminal law is applied clearly and precisely.

Key Words: impairment of value; safety risk responsibility; reasonable and necessary
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